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Welcome to TransUnion Direct

Welcome! Your organization has asked you to be an administrator for TransUnion Direct — a quick,
easy-to-use, secure website that allows users to access TransUnion services right from their PC.

Who Should Use This Guide?

This guide is designed for both company and location administrators of TransUnion Direct. This guide
will assist you with tasks that you must complete for the users at your organization, including resetting
passwords, creating new users, and updating contact information for locations and users.

What You Need to Know

Below are a few concepts that you should be familiar with as you start your administration role on
TransUnion Direct.

About User Roles

There are several available user roles on TransUnion Direct. A user often has several user roles. They
include both company-level and location-level roles:
Company-level Roles

e Company Administrator — This role manages the site at the company level and at the location level
and can also administer to all users within the company.

o Company Activity Report User — This role has the ability to run activity reports featuring activity
data for all users and all locations within the company.

e Batch User — This role can submit files containing multiple subjects (aka batch orders) through the
Portfolio Services control panel.
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Location-level Roles

e Location User — This role can place orders for services via the Individual Services control panel.

e Location Administrator — This role manages the site at the location level and can administer to the
users within that location only.

e Location Activity Report User — This role has the ability to run activity reports featuring activity
data for that location or users within that location.

To assign user roles, see Update a User’s Company Roles or Update a User’s Location Roles.

About Subscriber Codes

Subscriber codes are TransUnion-generated numbers that are used to track and manage the services your
company purchases from TransUnion.

Each location should have at least one subscriber code assigned to it. When a user logs into TransUnion
Direct, the user’s default location and subscriber code take effect. The user can always see his or her
current location and subscriber code on the left side of the page, under the Subscriber Settings heading.

About Companies and Locations

Companies are organizations that have signed a contract for services with TransUnion. A company can
maintain multiple locations under its umbrella.

Company administrators define locations in TransUnion Direct. Locations are usually based on
departments, such as human resources, or actual physical locations, such as a local bank branch. Users
and subscriber codes, which are also under the company umbrella, are associated with locations. Thus,
users that are associated with a location have access to the subscriber codes associated with that location.
Both users and subscriber codes may be assigned to more than one location.

The following graphic demonstrates the relationships between companies, locations, subscriber codes,
and users. After users and subscriber codes are assigned to locations in the graphic below, User B, who is
in the Human Resources location, has access to Subscriber Codes 1 and 3, while Users A and C, in the
Sales locations, have access to Subscriber Code 2.

Company

Location: Human Location: Sales

Resources
User A
Sub. Code 2 User C

-~

Subscriber

Codes
- Sub. Code 1
- Sub. Code 2
- Sub. Code 3

- UserA
- UserB
-UserC
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Security

TransUnion Direct is designed to ensure a high level of security to protect the confidentiality of your
organization’s orders. Below are security features you should be aware of.

Secure Login — TransUnion Direct prompts users to change their passwords every 90 days. Users
can reset their own passwords. (Instructions can be found in the TransUnion Direct User Guide.) You
can also reset passwords for users through the Administration control panel. See Reset a User’s
Password.

Challenge Question — Users will be asked to set up a challenge question and response when they log
in to TransUnion Direct for the first time. The challenge question provides extra security to the user’s
account and to the orders placed on the site. The user will be prompted to provide the response to the
challenge question whenever he or she tries to view details of past orders, or when he or she resets his
or her password. If a user forgets the challenge question, he or she can request to receive the question
via email. (This option is available wherever a challenge response is requested.) If a user forgets the
challenge response, you can reset the challenge question and response. See Reset a User’s Challenge
Question and Response.

Timed Log Out — If you are logged in but inactive for 25 minutes, a time-out warning appears,
asking you if you would like to stay logged into the session. If you do not respond, you will be logged
out of the session after another five minutes of inactivity. Any orders you placed during that session
will be available in the Order History.

Digital Certificate — Administrators are required to have a digital certificate. Your organization may
also choose to require that users connect to TransUnion Direct using a digital certificate. The digital
certificate acts as a pass key on the web browser for a specific workstation and user ID and provides
extra security for transactions. Digital certificates cannot be shared by multiple user IDs. If a user
uses multiple workstations, the user should download a copy of his or her digital certificate on each
PC.

When setting up a location, the company administrator determines whether a digital certificate must
be downloaded and whether the certificate download will require an administrator’s assistance. If a
digital certificate is required, then each user associated with that location will need to download a
digital certificate when logging into TransUnion Direct for the first time. Instructions for
downloading a digital certificate can be found online at TransUnion Direct.
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As the administrator of your company and/or location, you are the first level of support for users at your

company.

The next table lists company administrator and location administrator tasks.

Task

Why It's Important

Who Can Do This Task?

Manage locations, including:

e Create new location(s).

e  Assign subscriber codes to a
location.

e  Unassign subscriber codes from a
location.

e Remove locations from a company.

By keeping location information up
to date, you ensure that users
always have access to the correct
locations and subscriber codes.

Company administrator

Manage company and location
administrator accounts, including:

e Create additional administrators.

e Upgrade a user to an administrator
role or to a company activity report
user role.

e  Assign users to additional
locations.

By managing administrator roles in
a timely manner, you help ensure
that proper personnel have access to
administrator functions.

Company administrator

Manage users within your location,

including:

e Create new users.

e Reset user passwords.

e Disable, enable, or terminate user
accounts.

Assign and unassign users to a location
user or location activity report user role.

By keeping user information up to
date, you ensure that users have
appropriate access to TransUnion
Direct, ensuring that orders are
placed securely and reducing the
risk of fraud.

Company administrator
Location administrator

Manage their locations, including:

e Designate locations as requiring
digital certificates and designate
whether installation assistance for
digital certificates is required at a
location.

e Edit location address.

Designate or change the default
subscriber codes for a location.

By keeping location information up
to date, you ensure that users
always have access to the correct
locations and subscriber codes.

Company administrator
Location administrator
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Getting Started

If you are set up as a company administrator, you will receive two emails, one with your user ID and
another with a temporary password. If you are a location administrator, you will receive an email about
your role as an administrator. You should expect to receive your user 1D and temporary password from
another administrator.

Before logging into TransUnion Direct for the first time, check the system requirements, which are listed
in the TransUnion Direct User Guide, to ensure that your organization’s workstations meet these
requirements.

The first time you log in, a simple, four-step “Getting Started” process will assist you in setting up your
user account, including the download of a digital certificate. After you log in, do the following:

1. Check your setup in the Administration section of TransUnion Direct. Use the links on the left side of
the Home page.

— Click Manage Company to make sure the subscriber codes you requested are listed.

— Click Manage Locations to review the location that was set up. If necessary, you may add new
locations.

— Click Manage Users to create user IDs for employees within your organization who will be
using TransUnion Direct.

— After you create users, inform each new user of his or her user 1D and temporary password.

Users can download the TransUnion Direct User Guide from the Resources section, by
clicking the Help link on any page. The guide contains instructions on getting started,
placing orders, and more.

TransUnion Direct Home

B suBSCRIBER SETTINGS

Use the control panels kelow for fast access to many of TransUnion Direct's powerful features.

DECISION SYSTEM (0622 -] Administration
MO0505012)
Manage an Existing User
Administration # Search By |U35r Name x| *LastHame |
* Manage Users Firzt Mame |
* Manage Locations
~ o View alluzers

* Manage Company
» Create a new uszer

2. If you’ve chosen to require digital certificates for a location, you may need to assist users in
downloading the certificates.
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Managing Users
In the Manage Users area of TransUnion Direct, you can do the following:

Create a new user.

Update details of an existing user.

Disable or terminate an existing user account.

Assign or unassign a user to a location and location roles.
Reset a password.

Reset a challenge question.

View user audit information.

Create a New User
Role: Company Administrator, Location Administrator

From the Home page, click Create a new user from the Administration control panel. The Create New
User wizard leads you through the process.

Step 1. Enter user details

Enter the name and contact information for the user. If the user should have a specific user ID, check the
request box and enter a requested user ID. Click Next.

Login Infermatien

v Request that a specific user ID be assigned to this user

Feguested Uzer D | Uzername

Step 2. Assigh Company Roles
Role: Company Administrator (Location Administrators may assign the batch user role only)

If the user should be assigned the role of company administrator, company activity report user, or batch
user, select Yes. For descriptions of the user roles, see About User Roles.

If you select Yes, the Company Roles control panel appears. Select the appropriate roles for that user.
Click Next.

Company Roles Option

+ Would you like to assign company-level roles for this user? i* “es = hlo

Company Roles

+ Roles: - Company Administrator
r Campary Activity Report User

l7 Batch User
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Step 3. Assign Location Roles
Assign the appropriate location role(s) for the user, including location user, or location administrator, or

location activity report user, at the appropriate location(s). For descriptions of the user roles, see About
User Roles. You must select at least one role for at least one location. Click Next.

E If you are a location administrator, you can only assign users to the location for which you are an
| administrator.

Step 4. Confirm User Information

Please review the details of the user. To make any changes, click the appropriate Edit button.

To save this user and retrieve login information immediately, click Save.

To save this user and create another user immediately before retrieving login information of all new users,
click Save/New.

ave thiz information and create another new user (login information for thiz user will be dizplayed when all new users have been added m

£n

E A success message on the Company Users page displays the new user’s user ID and temporary
| password. It is your responsibility to securely communicate the user ID and password to the user.

You will be able to access the temporary password for this user ID in the User List until the user
has logged in and selected a password of his own.

Update User Information

If you are a location administrator, you can update user information for users in your location

only. Users in other locations will need to contact the administrators of their locations. In
addition, you cannot update the information for company administrators in your location.
Company administrators who need assistance need to contact another company administrator for
assistance.

Role: Company Administrator, Location Administrator

Users can update their name and contact information in the Manage Profile section of TransUnion Direct.
Update a user’s name and contact information by following the steps below:

1. From the Home page, search for the user from the Administration control panel or click View All
Users to see the entire list of users that you administer.

2. Click the User ID of the user whose details you need to update.
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3. Inthe User control panel, click Update.

User Update »
Name Contact Information
Full Name: Martin X. Jones E-mail address: mjones@company.com
Telephone: M2-111-2222

4. On the Update User Details page, update the name, email address, and telephone, as necessary.

5. Click Save.

Disable or Terminate a User ID
Role: Company Administrator, Location Administrator

Disabling a user ID is not permanent. The disable option is used to temporarily stop access for a user,
such as in the case of a leave of absence. The user ID may be enabled at any time, and the user’s current
password will still be applicable.

When you terminate a user ID, that user ID cannot be restored. If an employee leaves your company,
TransUnion recommends that you promptly terminate the user’s ID for TransUnion Direct.

1. From the Home page, search for the user from the Administration control panel or click View All
Users to see the entire list of users that you administer.

2. Todisable a user ID, find the user ID that needs to be disabled. Click the Disable icon for that user
ID.

User ID User Hame Roles Status Temporary PW Modified Shortcuts

bjones Jones, Babby Location User. 2 Mewr Dizplay ==d E3l ki

3. Onthe Disable User page, review the user’s details. Complete the process by clicking Disable.

=N If you need to terminate a user ID, click the Terminate icon . On the Terminate User ID page,
review the user details and complete the process by clicking Terminate.

Enable a User ID
Role: Company Administrator, Location Administrator
When you enable a user ID, the user’s most recent password is still applicable.

1. From the Home page, search for the user from the Administration control panel or click View All
Users to see the entire list of users that you administer.

2. Find the user ID that needs to be disabled. Click the Enable icon for that user ID.

User ID User Hame Roles Status Temporary PW Maodified Shorteuts

bjones Jones, Bobby Location User. @ Dizabled (nat applicakle) il R
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3. Onthe Enable User page, review the user’s details. Complete the process by clicking Enable.

Assign a User to a Location
Role: Company Administrator
To assign a user to a location he or she is not yet a part of, follow the steps below:

1. From the Home page, search for the user from the Administration control panel or click View all
users to see the entire list of users that you administer.

2. Click on the user ID to proceed to the User Details page.
3. Click the Roles tab.

4. Click Assign. The list of all available locations appears. Find the location to which you need to assign
the user.

5. Check the appropriate user roles for that location. Click Assign.

User ID User Hame Location User Location Administrator Location Activity Report User

jsmithi0 Smith, Jane I~ [l v
The user is added to the location’s user list.

Update a User’s Location Roles

Role: Company Administrator (For a user already assigned to a location, the location
administrator may assign and unassign the roles of location user and location activity report user.)

To update a user’s roles for a location that the user is already assigned to, follow the steps below.

1. From the Home page, search for the user from the Administration control panel or click View all
users to see the entire list of users that you administer.

2. Click the User ID for the user who needs to be assigned a new role.
3. On the User Details page, click the Roles tab.
4. Click Update next to the location that the new role is associated with.

5. Check the appropriate roles. You can also unassign location roles from this user at the same time by
unchecking roles.

Location Roles

# Roles: ¥ Location User
[T Location Administrator
¥ Location Activity Report User

To remove this user from all roles in this locstion, go to Unassion User Location Roles,
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6. Click Save.

———1 To unassign a user from a location (remove this user from all roles at this location), select the
checkbox next to the location and click Unassign. On the Unassign User Location Roles page,
click Unassign to complete the process.

Update a User’'s Company Roles
Role: Company Administrator
A company administrator can update another company administrator’s roles.

1. From the Home page, search for the user from the Administration control panel or click View all
users to see the entire list of users that you administer.

2. Click the User ID for the user who needs to be assigned a new role.
3. On the User Details page, click the Roles tab.
4. Click Update in the Company Roles section.

5. Check the appropriate roles. You can also unassign company roles from this user at the same time by
unchecking roles.

Update User Company Roles - login testing

Choose the company-level roles forthis user and select Save.
Company Roles

Roles: [ Company Administrator
[¥ Company Activity Report User

[ Batch Uzer

6. Click Save.

j —Nh Toremove all company roles for this user, uncheck all the company roles and click Save.

Reset a User’s Password
Role: Company Administrator, Location Administrator
Follow the steps below when you need to reset a user’s password.

1. From the Home page, search for the user from the Administration control panel or click View all
users to see the entire list of users that you administer.

February 1, 2010 10
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2. Click the Reset Password icon for the user.

jsmith1 Strith, Jane Location User. 2 Sotive (nct applicabls) 102372007 3| E
Location Activity Repaort
User.

[H]
*
=

3. On the Reset User’s Password page, review the user’s details. To complete the process, click Reset.

——N The user’s password is reset to a new temporary password. You will need to communicate this

J temporary password to the user. You will be able to view this temporary password until the user
changes it. After the user logs in with the temporary password, he or she will be prompted to
enter a new password. The user’s previous password cannot be restored.

Reset a User’s Challenge Question and Response

Role: Company Administrator, Location Administrator

If a user cannot recall the response to his or her challenge question, even after requesting the challenge
question by email, you may reset the challenge guestion. Follow the steps below when you need to reset a

user’s challenge question.

1. From the Home page, search for the user from the Administration control panel or click View all
users to see the entire list of users that you administer.

2. Click the User ID for the user.

3. On the User Details page, click Reset Challenge Question.

Security
Ta clear the uzer's currert challenge gquestion and responze, select the link onthe right
Challenge Question:  (not disclosed for security purposes) » Reset Challenge Question
Response: [naot disclosed for security purposes)

4. On the Reset User Challenge Question page, review the user’s details. To complete the process, click
Reset.

——1 The user’s challenge question has been cleared. The user will be prompted to select a new
challenge question and response the next time the user logs in.

February 1, 2010 11



TransUnion Direct
Administrator Guide

Managing a Company

In the Manage Company area of TransUnion Direct, you can do the following if you are a company
administrator:

o View details on your company.
o Customize the display name of subscriber codes.
e Manage company-level roles for existing users.

View Company Information Details
Role: Company Administrator

1. From the Home page, click Manage Company under Administration on the left of the page.

Administration

* Manage Users
* Manage Locations
* Manage Company

2. You can view the company name in the Company tab, subscriber codes in the Subscriber Codes tab,
and users who have been assigned company-level roles in the User Roles tab.

Customize the Display Name of Subscriber Codes

Role: Company Administrator

Selecting the correct subscriber code will be easier for your users if you customize the display name of
the code to a name that will make sense to them. For example, for a subscriber code that is used for
ordering collections services, change the display name to Collections Services.

1. From the Home page, click Manage Company under Administration on the left of the page.

2. On the Company Details page, click the Subscriber Codes tab. The list of subscriber codes is shown,
along with each display name and active products that are linked to each code.

3. Click the Update link for the subscriber code with the display name you want to update.
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4. On the Update Subscriber Code page, enter the new Display Name in the Custom Subscriber Display
Name box.

Subscriber Display Name

Enter a new subscriber cods dizplay name below. Select Save when you are finished.

# Dizgplay Name: Location Services

5. Click Save.

Manage Company-level Roles for Existing Users
Role: Company Administrator
1. From the Home page, click Manage Company under Administration on the left of the page.

2. On the Company Details page, click the User Roles tab. The list of users who are assigned company-
level roles is displayed.

3. Toremove all company-level roles from a user, click the checkbox next to that user’s name and then
click Unassign. On the Unassign Company User Roles page, complete the process by clicking
Unassign.

4. To add user roles or unassign some of the user roles from a user, click Update next to that user’s
name. On the Update Company User Roles page, select the roles the user should be assigned (or
unassigned) and click Save.

User
User Details i Contact Information
User Il mjones i E-mail Address: mjonas@eompany. com
Full Name: Martin *. Jones : Telephone: HM2-111-2222

Company Roles
+ Roles: O Company Administrator
W Company Activity Report User

¥ Batch User

o For descriptions of these roles, see About User Roles.
| o Location administrators can assign the batch user role as well.
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Managing Locations
In the Manage Locations area of TransUnion Direct, you can do the following:

Create a new location for your company.

Update details of an existing location.

Update the certificate and/or installation status of a location.
Assign a subscriber code to a location.

Unassign a subscriber code from a location.

Remove a location.

Create a New Location
Role: Company Administrator

From the Home page, click Create a new location from the Administration control panel. The Create
New Location wizard leads you through the process.

Step 1. Enter Location Details

Enter the name and address of the location. The name you enter will be the location name displayed on
the site.

Under Current Settings, select whether a digital certificate and installation assistance of that certificate is
required. Click Next.

ﬁ If you are unsure of whether a digital certificate or installation assistance is required, contact
| your information technology or information security departments.

Step 2. Select Subscriber Codes

Select the subscriber code(s) that should be available to this location. You must select one subscriber code
as the default. Click Next.

Step 3. Assign User Roles

Select at least one user role for each user you want to assign to this location. Assign users to location roles
on the Assign User Roles page. Click Next.

User Roles
FIND USERS WHERE | Jzer Name =] N
Userz 1-2650f100 | Page10f8 | < First < Previous Mext= Last:
User I Name Location User Location Administrator Location Activity Report User
mjones Jones, Martin I~ v I~
jdonahoe Denahos, Jennifer Il Il r
wjordan Jordan, William I~ - -
Userz1-260f100 | Page 1 0f8 | < First < Previous MNext= Last:
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A user can be assigned to multiple roles, including location user, location administrator, and/or
location activity report user. For definitions of these user roles, see About User Roles. If a user
should not be assigned to this location, do not make any selection for that user.

Step 4. Confirm Location Information

Review the information you entered for the location, including name, address, subscriber codes, digital
certificate requirements, and users and their assigned roles. Click Edit to modify any of your entries.

To save the location, click Save. The location is added to the Company Locations list.

To save this location and add another location immediately, click Save / New.

Assign or Unassign Subscriber Codes for a Location

Role: Company Administrator

After you create a location, you may need to assign or unassign subscriber codes from that location.

If a new subscriber code is added to your company, a company administrator must assign it to

the appropriate location. None of your users can access/ use a subscriber code before it is
assigned to a location.

1. From the Home page, search for the location from the Administration control panel or click View All
Locations to see the entire list of locations that you administer.

2. From the Company Locations list, click the name of the location you want to update. The Location
Details page opens. Click the Subscriber Codes tab.

3. To assign another subscriber code to the location, click the Assign button. Select the checkbox next to
that subscriber code and click Save.

4. To unassign a subscriber code from this location, click the Unassign link next to that subscriber code.
Review the details of the subscriber code. Click Unassign to complete the process.

Update the Name and Address of a Location
Role: Company Administrator, Location Administrator

1. From the Home page, search for the location from the Administration control panel or click View All
Locations to see the entire list of locations that you administer.

2. From the Company Locations list, click the name of the location you want to update. The Location
Details page opens.

3. To update the name and address, click Update on the Location tab.

4. After completing your updates, click Save. The Location tab displays your location and the updated
information.
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Update the Digital Certificate Settings of a Location

Role: Company Administrator, Location Administrator

1.

4.

From the Home page, search for the location from the Administration control panel or click View All
Locations to see the entire list of locations that you administer.

From the Company Locations list, click the name of the location you want to update. The Location
Details page opens.

To update the digital certificate setting, change the Digital Certificate or Installation Assistance
requirement.

Current Settings

Default Subscriber Code and Location Administratars may be updated from their
respective pages.

Digital certificate

4 Digital Certificate % Required
Mot reguired

+ Installation { Location sdministrstor sssistance reguired
Assistance

Mo sssistance required

After completing your updates, click Save. The Location tab displays your location and the updated
information.

Remove a Location

Role: Company Administrator

1.

From the Home page, search for the location from the Administration control panel or click View All
Locations to see the entire list of locations that you administer.

From the Locations list, click the Remove link next to the name of the location you want to remove.

The Remove Location page opens. If one or more subscriber codes or users are linked to this location,
you will see a list of abandoned users and a list of abandoned subscriber codes.

If a user is “abandoned,” he or she may not be able to log in. If a subscriber code is
A “abandoned,” users will not be able to access it.

To maintain a record of these users and subscriber codes that will need to be managed after
the location is removed, click the Print icon in the top right corner.
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Abandoned Users Print &k

4b If you remove this location, the following users will be abandoned (have no location roles associated with themp

Please review this list carefully before continuing, You may wish to prirt it out so you may follovy up for these users as appropriate.

John Bradford (jhradfo) “alerie Maple (vmaple) Charles Xavier [Cxavier)
Harold Jarvis (hjarvis) Darlene Robbinzs (drobbin) Jennifer Zachary (jzachar)
Wary Livingston (miliving) Stanley Stephenzon (sstephe)

4. Click Remove. The Locations page appears with a success message at the top.

Change the Default Subscriber Code for a Location
Role: Company Administrator, Location Administrator
After you create a location, you may need to set another subscriber code as the default.

1. From the Home page, search for the location from the Administration control panel or click View All
Locations to see the entire list of locations that you administer.

2. From the Company Locations list, click the name of the location you want to update. The Location
Details page opens. Click the Subscriber Codes tab.

3. To change the default subscriber code for a location, click the Set default link next to the subscriber
code that should be the default.

4. A success message appears at the top of the page informing you that the subscriber code you selected
has been made the default.
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Help Resources

TransUnion Direct provides several paths to getting assistance:

Reset Your Password Online — If you forgot your password or your login is locked, follow the
instructions in the TransUnion Direct User Guide.

Client Support Pages — Common questions are already answered on the Client Support pages on
TransUnion Direct. Client Support offers access to online User Guides and demos, FAQs, user tips,
and news. Click Help at the top of any page on the site.

Email from TransUnion Direct — TransUnion will communicate to you directly about new features,
system maintenance times, and more. Look for news in your email inbox and make sure you can
receive emails from the email addresses listed in the System Requirements section of the TransUnion
Direct User Guide.

TransUnion Service Desk — You can also call the TransUnion Service Desk at 800-813-5604. When
calling the Service Desk, please make sure you have the following information: your user ID,
subscriber code, and your company’s hame.
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